  Muhammad Nuzaihan bin Kamal Luddin, 18.  (1998)
Hacked into foreign servers, local servers, detected vulnerabilities in a local server and abused them.
Although no tangible damage had been caused to the computers involved, this did not mean that no societal harm was threatened.
Sentenced to probation & 2 months imprisonment
 Businessman Delson Mao & ITE student Melvin Teo
Arrested and charged for the hacking of the Istana’s webpage (Nov 28, 2013)
 Aaron Swartz, American computer programmer & Internet activist 
Arrested by MIT police on state breaking-and-entering charges, after downloading a large number of academic journal articles from JSTOR (2011) 

Cybercrime cases
Punishment for cybercrimes
Under the Computer Misuse Act (Chapter 50A),
(1) Unauthorised access to computer material
liable on conviction to a fine not exceeding $5,000 or to imprisonment for a term not exceeding 2 years or to both and, in the case of a second or subsequent conviction, to a fine not exceeding $10,000 or to imprisonment for a term not exceeding 3 years or to both.
(2) Unauthorised modification to computer material 
liable on conviction to a fine not exceeding $10,000 or to imprisonment for a term not exceeding 3 years or to both and, in the case of a second or subsequent conviction, to a fine not exceeding $20,000 or to imprisonment for a term not exceeding 5 years or to both.
(3) Enhanced punishment for offences involving protected computers
liable on conviction to a fine not exceeding $100,000 or to imprisonment for a term not exceeding 20 years or to both.


Cybercrime: Offences committed that make use of modern telecommunication networks such as the Internet and mobile phones. 
 Economically motivated 
	-- Average cybercrime attack costs around $24000
	-- High financial reward from malware, phishing, identity theft, and fraudulent money request attacks
	-- Example: Businessweek estimates that cybercrimes targeting online banking accounts alone, for example, pull in nearly 700 million dollars per year globally.
 Ideologically motivated
	-- Cybercrime attacks for perceived ethical, ideological or moral reasons, such as damaging or disrupting computer equipment or networks to express grievances against certain people
	-- Example: Hacktivist Group ‘Anonymous’
Emergence of cybercrimes
(1) Considered a form of psychological torture
	 23 hours a day in a confined area, limited or no access to television, magazines, no contact with human beings
	 Condemned to die behind bars, a life without hope
(2) Ineffective deterrence
	 Study by Emory University in 2003, shows that each execution deters 18 potential murders
	 Life imprisonment may not be a strong enough deterrence to prevent them from killing
(1) Swifter sentences (compared to death penalty)
	 America: passed within 1 year, DP takes approx. 17 years to pass.
	 Long sentencing prolongs victims’ pain
(2) Significantly less costly
	 Taxpayers spend $90,000 a year to house criminals on death row in California, more than what it costs to house regular criminals.
	 Death sentences in America easily take decades to pass = cost of sentencing to death >$1 million
(3) Protects victims from wrongful executions
	 >130 people in US released from death row in 1973
	 Possible for DP to claim lives from innocent victims
		 Reasons such as racial prejudice, inadequate legal representation etc.


Against life imprisonment
For life imprisonment
Swift, severe, certain punishment.
For criminals who have committed heinous crimes
Serves similar purposes to death penalty:
	Catharsis for victims’ families
	Retribution for criminals
	Preventing criminals from harming others
	Deterrence to potential offenders
Alternative to death penalty: 
Life imprisonment without possibility of parole



(1) Not an effective deterrent
 According to CNB website, 3393 drug abusers were arrested in 2002. Number of drug abusers increased by 16% compared to 2001 figures.
 Despite scope of death penalty expanded in 1998 to introduce a mandatory death sentence for importing, exporting or trafficking more than 250g of the drug
 Observers: need to combat the social conditions which can give rise to drug abuse and addiction, rather than resorting to executions as a solution.
[bookmark: _GoBack](2) Hanging wrong target
 Much of the time, couriers are being caught and sentenced to death, not the masterminds. Couriers are often poor, young, come from dysfunctional families or have lower levels of educational attainment.
 Yong Vui Kong: from a poor family in Sabah, Malaysia. Fell into the wrong hands when he moved to KL in search of riches.
Against SG’s DP
(1) “Mandatory death sentences are prescribed when the crime is so serious that the death penalty is warranted for the commission of the offence, when made out, under any circumstances.” (Taken from MHA’s reply to AI regarding SG’s DP) 
 Deterrence effect 
	 Deter would-be offenders from committing crimes such as murder and offences involving firearms, which would severely compromise the safety of Singapore. 
      Deter major drug syndicates from establishing themselves in Singapore. 
(2) Revisions: ‘drug mules’ can escape DP IF they have (a) played the role of courier, (b) not related to distribution or dealing of drugs, (c) cooperated with the CNB substantially, or (d) had a mental disability that impaired their judgement.
 Brings SG closer in line with international community’s stance on DP
 WHILE government establishes itself as an authority that hasn’t departed from values it holds dear.
For SG’s DP

